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DETAILED ACTION 
Response to Amendment 

1 . This action is in response to the communication filed on April 21, 2005. Claims 
1-20 were originally received for consideration. Claims 21-24 have been added by the 
received amendment. 

2. Claims 1-24 are now pending consideration. 

Response to Arguments 

3. Applicant's arguments with respect to claims 1-24 have been considered but are 
moot in view of the new ground(s) of rejection. 

Claim Objections 

4. Claim 3 is objected to because of the following informalities: In the second 
limitation, the word "until" is misspelled "unit." Appropriate correction is required. 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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5. Claims 1-5, and 8-18 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Leppek (U.S. Patent 5,933,501) in view of Watts (U.S. Patent 6,587,842). 

Regarding claim 1 , Leppek discloses: 

A method for encrypting a data file content, the method comprising the steps: 
encrypting the data file with a master key (column 4, lines 33-39), wherein a first 

encryption operating (master key) is used to encrypt the data; 

generating one or more dual-encrypted blocks based on a set of secondary keys, 

the dual-encrypted blocks contained within the encrypted data file (column 5, lines 34- 

50), wherein the data is subsequently encrypted using multiple different encryption 

operators (secondary keys). 

Leppek does not explicitly describe providing the encrypted data file and an attachment 
file to an authorized user, the attachment file enabling a device to access the data file 
content once for each secondary key. Watts teaches a system where an electronic 
message (e-mail) is transmitted to a customer along with an attachment "key-file" which 
has the keys necessary to access the encrypted data (Figure 2, column 4 lines 37 - 47). 
In the method of Leppek, the multiple encrypted data is sent over a network to a 
receiver which must possess multiple keys (decryption operations) to decrypt the 
multiple encrypted data. Leppek does not explicitly disclose the method of distributing 
the unique keys to the receiver, but Leppek reveals that two different keys would be 
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required to decrypt a twice encrypted data (column 6, lines 40-49). It was well-known at 
the time of invention that e-mails with attachment files are a common way to send data 
files to users. Leppek also discloses that the receiver needs the decryption operators in 
a correct order in order for the decryption to work properly (Leppek: column 6, lines 41- 
49). Therefore it would have been obvious to one of ordinary skill in the art at the time 
the applicant's invention was made to each type of data with its corresponding key in an 
attachment file so that the data file could be decrypted if it is encrypted with more than 
one key that the receiver does not possess (Watts: column 52-55). 

Claim 2 is rejected as applied above in rejecting claim 1. Furthermore, Leppek 
discloses: 

The method of claim 1 further including the steps of: 
randomly generating the master key (column 5, lines 7-13), wherein the 
encryption operator (key) are generated using an arbitrary sequence. 

Leppek does not explicitly disclose hiding the master key within a data structure of the 
attachment file. Watts teaches hiding the key in the attachment file (Figure 6, column 5 
lines 12 - 26). According to Watts, this hiding of the key makes it "extremely difficult to 
locate key information" (Figure 6). The hiding of the key makes the transmission of the 
keys more secure and makes the compromising of the key and the encrypted data 
difficult. Therefore it would have been obvious to one of ordinary skill in the art at the 



Application/Control Number: 09/758,242 Page 5 

Art Unit: 2131 

time the applicant's invention was made to hide the key data within the attachment file 
to make the location of the key information extremely difficult. 

Claim 3 is rejected as applied above in rejecting claim 2. Furthermore, Leppek 
discloses: 

The method of claim 2 further including the steps of: 

creating an odd logarithmic bit integer (column 5, lines 6-13); and 

incrementing the integer by two until a prime number is found (column 5, lines 6- 

13); 

said prime number defining the master key (column 5, lines 6-13), wherein the 
generation of the keys is open-ended and the algorithm used to generate them is a 
design choice. 

Claim 4 is rejected as applied above in rejecting claim 2. Leppek does not explicitly 
disclose hiding the master key within a data structure of the attachment file using an 
NP-hard problem. Watts teaches hiding the key in the attachment file (Figure 6, column 
5 lines 12 - 26). According to Watts, this hiding of the key makes it "extremely difficult 
to locate key information" (Figure 6). The hiding of the key can use any algorithm, and it 
is obvious to use the NP-hard problem algorithm as it was a well-known algorithm at the 
time of invention. The hiding of the key makes the transmission of the keys more 
secure and makes the compromising of the key and the encrypted data difficult. 
Therefore it would have been obvious to one of ordinary skill in the art at the time the 



Application/Control Number: 09/758,242 Page 6 

Art Unit: 2131 

applicant's invention was made to hide the key data within the attachment file to make 
the location of the key information extremely difficult. 

Claim 5 is rejected as applied above in rejecting claim 1. Furthermore, Leppek 
discloses: 

selecting one or more continuous blocks to be dual-encrypted (column 5, lines 
19-25); 

randomly generating the secondary keys (column 5, lines 7-13), wherein the 
encryption operator (key) are generated using an arbitrary sequence; 

generating a duplicate selected block for each secondary key in the set (column 
5, lines 33-44); 

generating dual-encrypted blocks based on the duplicate selected blocks and the 
secondary keys (column 5, lines 33-44); 

inserting the dual-encrypted blocks into the data file (column 5, lines 33-44). 

Claim 8 is rejected as applied above in rejecting claim 1 . Leppek does not explicitly 
disclose receiving an email message from the attachment file and determining whether 
another message having the same status content has already been received. Watts 
teaches a system where an electronic message (e-mail) is transmitted to a customer 
along with an attachment "key-file" which has the keys necessary to access the 
encrypted data (Figure 2, column 4 lines 37 - 47). In the method of Leppek, the 
multiple encrypted data is sent over a network to a receiver which must possess 
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multiple keys (operators) to decrypt the multiple encrypted data. Leppek does not 
explicitly disclose the method of distributing the unique keys to the receiver, but Leppek 
reveals that two different keys would be required to decrypt a twice encrypted data 
(column 6, lines 40-49). It was well-known at the time of invention that e-mails with 
attachment files are a common way to send data files to users. Leppek also discloses 
that the receiver needs the decryption operators in a correct order in order for the 
decryption to work properly (Leppek: column 6, lines 41-49). Therefore it would have 
been obvious to one of ordinary skill in the art at the time the applicant's invention was 
made to each type of data with its corresponding key in an attachment file so that the 
data file could be decrypted if it is encrypted with more than one key that the receiver 
does not possess (Watts: column 52-55). 

Claim 9 is rejected as applied above in rejecting claim 8. Leppek does not explicitly 
state an attachment which has a status content that defines a current operational state 
and an identifier for the attachment file. Watts teaches a system where an electronic 
message (e-mail) is transmitted to a customer along with an attachment "key-file" which 
has the keys necessary to access the encrypted data (Figure 2, column 4 lines 37 - 47). 
In the method of Leppek, the multiple encrypted data is sent over a network to a 
receiver which must possess multiple keys to decrypt the multiple encrypted data. 
Leppek does not explicitly disclose the method of distributing the unique keys to the 
receiver, but Leppek reveals that two different keys would be required to decrypt a 
twice-encrypted data (column 6, lines 40-49). It was well-known at the time of invention 
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that e-mails with attachment files are a common way to send data files to users. 
Leppek also discloses that the receiver needs the decryption operators in a correct 
order in order for the decryption to work properly (Leppek: column 6, lines 41-49). 
Therefore it would have been obvious to one of ordinary skill in the art at the time the 
applicant's invention was made to each type of data with its corresponding key in an 
attachment file so that the data file could be decrypted if it is encrypted with more than 
one key that the receiver does not possess (Watts: column 52-55). 

Claim 10 is rejected as applied above in rejecting claim 8. Furthermore, Leppek 
discloses: 

The method of claim 8 further including the step of storing the status content to a 
data storage medium (column 1 , lines 65-67), wherein the encryption operators are 
stored in a database. 

Regarding claim 11, Leppek discloses: 

A method for enabling a device to access an encrypted data file content, the 
method comprising the steps of: 

decrypting single-encrypted blocks of the data file with a master key (column 6, 
lines 15-20), wherein the master key is the first decryption operator (key) and if there is 
only one encryption operator applied, the first decryption operator (master key) is only 
applied; 
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decrypting dual-encrypted blocks of the data file with the master key and at least 
one secondary key in a set of secondary keys, where the set of secondary keys 
contains at least two secondary keys (column 6, lines 16-29), where a subsequent set 
of decryption operators is applied to the data that has been encrypted with multiple 
encryption operators; 

repeating the decryption steps for each secondary key in the set of secondary 
keys such that the device is able to access the data file once for each secondary key in 
the set (column 6, lines 40-49), wherein the decryption process is iteratively repeated. 

Claim 12 is rejected as applied above in rejecting claim 11. Furthermore, Leppek 
discloses: 

The method of claim 1 1 further including the step of decrypting the blocks on a 
block-by-block basis such that the device only has access to the data file content one 
block at a time (column 6, lines 40-49), wherein the decryption process is iteratively 
repeated. 

Claim 13 is rejected as applied above in rejecting claim 12. Furthermore, Leppek 
discloses: 

The method of claim 12 further including the step of re-encrypting the single- 
encrypted blocks with a new master key (column 5, lines 34-42), wherein the encrypted 
data is re-encrypted with a new encryption operator (master key). 
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Claim 14 is rejected as applied above in rejecting claim 13. Furthermore, Leppek 
discloses: 

the method of claim 13 further including the steps of: 
randomly generating the new master key (column 5, lines 7-13), wherein the 
encryption operator (key) are generated using an arbitrary sequence. 

Leppek does not explicitly disclose hiding the master key within a data structure of the 
attachment file. Watts teaches hiding the key in the attachment file (Figure 6, column 5 
lines 12 - 26). According to Watts, this hiding of the key makes it "extremely difficult to 
locate key information" (Figure 6). The hiding of the key makes the transmission of the 
keys more secure and makes the compromising of the key and the encrypted data 
difficult. Therefore it would have been obvious to one of ordinary skill in the art at the 
time the applicants invention was made to hide the key data within the attachment file 
to make the location of the key information extremely difficult. 

Claim 15 is rejected as applied above in rejecting claim 14. Furthermore, Leppek 
discloses: 

The method of claim 14 further including the steps of: 

creating an odd logarithmic bit integer (column 5, lines 6-13); and 

incrementing the integer by two until a prime number is found (column 5, lines 6- 

13); 
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said prime number defining the master key (column 5, lines 6-13), wherein the 
generation of the keys is open-ended and the algorithm used to generate them is a 
design choice. 

Claim 16 is rejected as applied above in rejecting claim 14. Leppek does not explicitly 
disclose hiding the master key within a data structure of the attachment file using an 
NP-hard problem. Watts teaches hiding the key in the attachment file (Figure 6, column 
5 lines 12 - 26). According to Watts, this hiding of the key makes it "extremely difficult 
to locate key information" (Figure 6). The hiding of the key can use any algorithm, and it 
is obvious to use the NP-hard problem algorithm as it was a well-known algorithm at the 
time of invention. The hiding of the key makes the transmission of the keys more 
secure and makes the compromising of the key and the encrypted data difficult. 
Therefore it would have been obvious to one of ordinary skill in the art at the time the 
applicant's invention was made to hide the key data within the attachment file to make 
the location of the key information extremely difficult. 

Claim 17 is rejected as applied above in rejecting claim 12. Furthermore, Leppek 
discloses: 

The method of claim 12 further including the step of discarding the dual- 
encrypted blocks after decryption with the secondary keys (column 6, lines 10-14), 
wherein the data stream is not stored (discarded) at the recipient side. 
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Claim 18 is rejected as applied above in rejecting claim 1 1 . Leppek does not explicitly 
disclose the step of transmitting an e-mail message to a provider of the encrypted data 
file, the message having a status content. Watts teaches a system where an electronic 
message (e-mail) is transmitted to a customer along with an attachment "key-file" which 
has the keys necessary to access the encrypted data (Figure 2, column 4 lines 37 - 47). 
In the method of Leppek, the multiple encrypted data is sent over a network to a 
receiver which must possess multiple keys (decryption operations) to decrypt the 
multiple encrypted data. Leppek does not explicitly disclose the method of distributing 
the unique keys to the receiver, but Leppek reveals that two different keys would be 
required to decrypt a twice encrypted data (column 6, lines 40-49). It was well-known at 
the time of invention that e-mails with attachment files are a common way to send data 
files to users. Leppek also discloses that the receiver needs the decryption operators in 
a correct order in order for the decryption to work properly (Leppek: column 6, lines 41- 
49). Therefore it would have been obvious to one of ordinary skill in the art at the time 
the applicant's invention was made to each type of data with its corresponding key in an 
attachment file so that the data file could be decrypted if it is encrypted with more than 
one key that the receiver does not possess (Watts: column 52-55). 

6. Claims 6-7, and 21-24 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Leppek (U.S. Patent 5,933,501) in view of Watts (U.S. Patent 
6,587,842) in further in view of Cane et al. (U.S. Patent 6,754,827). 
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Claim 6 is rejected as applied above in rejecting claim 5. Furthermore, Leppek 
discloses: 

formatting the secondary keys as a data structure (column 5, lines 34-45). 

Leppek and Watts do not explicitly teach encrypting the secondary keys with the master 
key. Cane teaches encrypting secondary keys with a master key (Figure 2) before 
transmitting the key over a network. Cane states that encrypting the secondary keys 
with the master key allows access control and provides security and higher assurance 
of data integrity due to the lower probability of compromising the key (column 2 lines 25 
- 55). The system of Leppek-Watts may transmit the keys and the data file over a data 
network, such as the Internet, which could be susceptible to interception. It is obvious 
that that security and integrity are necessary and providing an extra level of security by 
encrypting the keys would have been obvious to one of ordinary skill in the art at the 
time of invention to stymie attempts to intercept and decipher the data file. 

Claim 7 is rejected as applied above in rejecting claim 6. Leppek and Watts do not 
explicitly teach encrypting the secondary keys with the previous key. Cane teaches 
encrypting secondary keys with a master key (Figure 2) before transmitting the key over 
a network. Cane states that encrypting the secondary keys with the master key allows 
access control and provides security and higher assurance of data integrity due to the 
lower probability of compromising the key (column 2 lines 25 - 55). The system of 
Leppek-Watts may transmit the keys and the data file over a data network, such as the 
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Internet, which could be susceptible to interception. It is obvious that that security and 
integrity are necessary and providing an extra level of security by encrypting the keys 
would have been obvious to one of ordinary skill in the art at the time of invention to 
stymie attempts to intercept and decipher the data file. 

Claim 21 is rejected as applied above in rejecting claim 1 1 . Leppek and Watts do not 
explicitly teach encrypting the secondary keys with the previous key. Cane teaches 
encrypting secondary keys with a master key (Figure 2) before transmitting the key over 
a network. Cane states that encrypting the secondary keys with the master key allows 
access control and provides security and higher assurance of data integrity due to the 
lower probability of compromising the key (column 2 lines 25 - 55). The system of 
Leppek-Watts may transmit the keys and the data file over a data network, such as the 
Internet, which could be susceptible to interception. It is obvious that that security and 
integrity are necessary and providing an extra level of security by encrypting the keys 
would have been obvious to one of ordinary skill in the art at the time of invention to 
stymie attempts to intercept and decipher the data file. 

Claim 22 is rejected as applied above in rejecting claim 21 . Leppek and Watts do not 
explicitly teach encrypting the secondary keys with the previous key. Cane teaches 
encrypting secondary keys with a master key (Figure 2) before transmitting the key over 
a network. Cane states that encrypting the secondary keys with the master key allows 
access control and provides security and higher assurance of data integrity due to the 
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lower probability of compromising the key (column 2 lines 25 - 55). The system of 
Leppek-Watts may transmit the keys and the data file over a data network, such as the 
Internet, which could be susceptible to interception. It is obvious that that security and 
integrity are necessary and providing an extra level of security by encrypting the keys 
would have been obvious to one of ordinary skill in the art at the time of invention to 
stymie attempts to intercept and decipher the data file. 

Claim 23 is rejected as applied above in rejecting claim 22. Leppek and Watts do not 
explicitly teach encrypting the secondary keys with the previous key. Cane teaches 
encrypting secondary keys with a master key (Figure 2) before transmitting the key over 
a network. Cane states that encrypting the secondary keys with the master key allows 
access control and provides security and higher assurance of data integrity due to the 
lower probability of compromising the key (column 2 lines 25 - 55). The system of 
Leppek-Watts may transmit the keys and the data file over a data network, such as the 
Internet, which could be susceptible to interception. It is obvious that that security and 
integrity are necessary and providing an extra level of security by encrypting the keys 
would have been obvious to one of ordinary skill in the art at the time of invention to 
stymie attempts to intercept and decipher the data file. 

Claim 24 is rejected as applied above in rejecting claim 21 . Leppek and Watts do not 
explicitly teach encrypting the secondary keys with the previous key. Cane teaches 
encrypting secondary keys with a master key (Figure 2) before transmitting the key over 
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a network. Cane states that encrypting the secondary keys with the master key allows 
access control and provides security and higher assurance of data integrity due to the 
lower probability of compromising the key (column 2 lines 25 - 55). The system of 
Leppek-Watts may transmit the keys and the data file over a data network, such as the 
Internet, which could be susceptible to interception. It is obvious that that security and 
integrity are necessary and providing an extra level of security by encrypting the keys 
would have been obvious to one of ordinary skill in the art at the time of invention to 
stymie attempts to intercept and decipher the data file. 

7. Claims 19-20 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Leppek (U.S. Patent 5,933,501) in view of Watts (U.S. Patent 6,587,842) in further in 
view of Wu et al. (U.S. Patent 6,374,363). 

Claim 19 is rejected as applied above in rejecting claim 1 1 . Leppek does not explicitly 
disclose the step of adding footprint files to a host system, the footprint files enabling 
detection of copying of the encrypted data file. Wu discloses a method of adding 
footprint files on a host system comprising comparing the footprint files to files to see if 
the files are the same or different (column 3 line 43 - column 4 line 8). This provides 
the benefit of discovering if the file already exists, and can detect if a copy was made on 
the same host system. The detection of copying of the file is another security measure 
to discover illegal copying of files, such as the files of Leppek, so that it can be detected 
and stopped. Therefore it would have been obvious to one of ordinary skill in the art at 
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the time the invention was made to use footprint files to detect the illegal copying of the 
files of Leppek, and thereby providing another measure to protect the integrity of the 
data being transmitted. 

Claim 20 is rejected as applied above in rejecting claim 1 1 . Leppek does not explicitly 
disclose the step of adding footprint data to files to a host system. Wu discloses a 
method of adding footprint files on a host system comprising comparing the footprint 
files to files to see if the files are the same or different (column 3 line 43 - column 4 line 
8). This provides the benefit of discovering if the file already exists, and can detect if a 
copy was made on the same host system. The detection of copying of the file is 
another security measure to discover illegal copying of files, such as the files of Leppek, 
so that it can be detected and stopped. Therefore it would have been obvious to one of 
ordinary skill in the art at the time the invention was made to use footprint files to detect 
the illegal copying of the files of Leppek, and thereby providing another measure to 
protect the integrity of the data being transmitted. 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 
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A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Kaveh Abrishamkar whose telephone number is 571- 
272-3786. The examiner can normally be reached on Monday thru Friday 8-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



KA 

06/29/2007 




